WIMLIB-IMA GEX(1) User Commands WIMLIB-IMGEX (1)

NAME

wimlib-imagex-apply — Extract one image, or all images, from a WIM agchi
SYNOPSIS

wimlib-imagex apply WIMFILE [IMAGE] TARGET[OPTION..]
DESCRIPTION

wimlib-imagex apply extracts an image, or all images, from thndéws Imaging (WIM) fileWIMFILE.
This command is alsovailable as simplywimapply if the appropriate hard link or batch file has been
installed.

This command is designed tateact, or "apply"”, one or more full WIM images. If you instead want to
extract only certain files or directories contained in a WIM image, consider wainigh-imagex extract
or wimlib-imagex mount instead. Wimlib-imagex mount is not supported on Windows.)

IMAGE specifies the WIM image WIMFILE to extract. Itmay be a 1-based indef an image inWIM-
FILE, the name of an image WIMFILE, or the keyword "all" to indicate that all images WIMFILE are
to be atracted. Usehe wimlib-imagex info (1) command to sl what images a WIM file contains.
IMAGE may be omitted iWIMFILE contains only one image.

TARGETspecifies where to extract the WIM image tb TARGETspecifies a directorghe WIM image is
extracted to that directory (sdeIRECTORY EXTRACTION (UNIX) or DIRECTORY EXTRAC-
TION (WINDO WS)). Similarly, if TARGET specifies a nonxéstent file, a directory is created in that
location and the WIM image is extracted to that directory.

If IMAGE is specified as "all", then all the imagedMMFILE are actually extracted into subdirectories of
TARGET, each of which is gien the name of the corresponding image, falling back to the imagr inde
the case of an image with no name or a name not valid as a filename.

Alternatively, on UNIX-lik e systems onlyif TARGET specifies a regular file or block device, it is inter
preted as an NTFSolume to which the WIM image is to be extracted (88&S VOLUME EXTRA C-
TION (UNIX) ). Onlya sngle image can be extracted in this mode, and axthaeting to the root of the
NTFS volume (not a subdirectory thereof) is supported.

WIMFILE may be "-" to read the WIM from standard input rather than from a fileséePIPABLE
WIMS for more information.

wimlib-imagex apply supports applying images from stand-alone WIMs as well as split WS4
SPLIT WIMS .

DIRECTORY EXTRACTION (UNIX)
This section documents Wwowimlib-imagex apply (and alsowimlib-imagex extract) extract a WIM
image (or a possibly a subset thereof, in the cas@mlib-imagex extract) to a drectory on UNIX-like
systems. Se®IRECTORY EXTRACTION (WINDO WS) for the corresponding documentation for
Windows.

As mentioned, a WIM image can be applied to a directory on a UN&Xsliétem by providing FARGET
directory Howeva, it is important to keep in mind that the WIM format was designed fod@ws, and as
a result WIM files can contain data or metadata that cannot be represented on WN§&tdms. The
main information thatvimlib-imagex will notbe able to extract on UNIX-l&ks/stems is the following:

*  Windows security descriptors (which include the file owgeup, and ACLS).
* Named data streams.

* Reparse points other than symbolic links and junction points.

»  Certain file attributes such as compression, encryption, and sparseness.
e Short (DOS) names for files.

»  File creation timestamps.

Notes: Unsupported data and metadata is simply not extracted;rlib-imagex will attempt to varn
you when the contents of the WIM image ¢d® eactly represented whemteacted. Lastccess and last
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modification timestamps are specified to 100 nanosecond granularity in the WIM file, but will only be
extracted to the highest precision supported by the underlying operating system, C diftdigsystem.
Compressed files will be extracted as uncompressed, while encrypted files will not be extracted at all.

NTFS VOLUME EXTRACTION (UNIX)
This section documents Wwowimlib-imagex apply extracts a WIM image directly to an NTF®Ilume
image on UNIX-lile s/stems.

As mentionedwimlib-imagex running on a UNIX-lile s/stem can apply a WIM image directly to an
NTFS volume by specifying ARGETas a regular file or block diee containing an NTFS filesysterithe
NTFS filesystem need not be emm¢hough it's expected that it be empty for the intended use cases.
new NTFS filesystem can be created usingrthentfs(8) command provided withtfs-3g.

In this NTFS volume extraction mode, the WIM imagesacted to the root of the NTFS volume in a
way preseres almost all information contained in the WIM image. It therefore does not suffer from the
limitations described iIDIRECTORY EXTRACTION (UNIX) . This support relies on libntfs-3g to write

to the NTFS volume and handle NTFS-specific and Windows-specific data.

Please note that this NTFS volume extraction modwoisentered ifTARGETIis a directory even if an
NTFS filesystem is mounted oFARGET You must specify the NTFS volume itself (and it must be
unmounted, and you mustJgapermission to write to it).

This NTFS volume extraction mode attempts to extract as much information as possible, including:

» All data streams of all files except encrypted files, including the unnamed data stream as well as all
named data streams.

* Reparse points, including symbolic links, junction points, and other reparse points.

» File and directory creation, access, and modification timestamps, using tleeNT&ES resolution of
100 nanoseconds.

*  Windows security descriptors, including all components (ovgneup, DACL, and SACL).
»  DOS/Windows file attribute flags.

» All names of all files, including names in thein® namespace, DOS namespacén32+DOS
namespace, and POSIX namespace. This includes hard links.

However, there are also seral known limitations of the NTFS volume extraction mode:
»  Encrypted files will not be extracted.

» Although sparse file attributes will be applied, the full data will teaeted to each sparse file, so
extracted "sparse" files may not actually contaip sparse regions.

Regardless, since almost all information from the WIM image is restored in this mode, it is possible to
restore an image of an actuaindows installation usingvimlib-imagex on UNIX-like s/stems in addition

to with wimlib-imagex on Windows. Inthe examples at the end of this manual page, there isaampée

of applying an image from the "install.wim" file contained in the installation media foddWs Mista,
Windows 7, and Windows 8 in the "sources" directory.

But in order to actually boot Wdows from an applied image, you must understand the boot process of
Windows versions Vista and lateBasically it is the following:

1. The Master Boot Record loads the Volume Boot Record (also called the Boot Sector) of/éhgaettti
tion, which is on an NTFS filesystem. This partition is called the "system partition".

2. The "bootmgr" program on the "system partition" is loaded \BOOTMGR).
bootmgr loads the Boot Configuration Data (\Boot\BCD) from the "system partition".

4. Based on the information contained in the Boot Configuration Data, a loader fomtth@vd/kernel is
executed from the "Boot" partition, which is where Windows is installed.

So lets say you applied an image from axigting "install.wim" as in the example, or yoa'gplied a cus-
tom Windows image that youke aeated using thevimlib-imagex capture (1) command. You've just
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applied the "Boot" partition, or the mainiNdows partition, but there is no "System" partition yet (ne.
\BOOTMGR and no \Boot\BCD).

A "System" partition can be created created by running the "bcdkeigiregram from within Vihdows or

Windows PE. Alternatively, you can capture a separate WIM image containing the "System" partipn.

the "System" partition may the same as the "Boot" partition, so thépartitions" may be combined in

one WIM image.However, as the \Boot\BCD file contains the Mtows bootloader configuration, a WIM
containing it can only be used on systems where you are setting up the same bootloader configuration,
including the same partition layout.

Besides setting up the files on the "System" partition,tdorget to set the bootable flag on it, andéha
master boot record that loads the bootable partitiomdis’ MBR does, and SYSLINUX provides an
equivalent MBR).

DIRECTORY EXTRACTION (WINDOWS)
On Windows, wimlib-imagex apply andwimlib-imagex extract natively support Whdows-specific and
NTFS-specific dataFor best results, the target directory should be located on an NTFS volurmérand
lib-imagex should be run with Administrator piieges; havever, non-NTFS filesystems and running with-
out Administrator privileges are also supported.

On Windows,wimlib-imagex apply andwimlib-imagex extract try to extract as much data and metadata
as possible, including:

e All data streams of all files. This includes the default file contents, as well as named data streams if
supported by the target volume.

» Reparse points, including symbolic links, junction points, and other reparse points, if supported by the
target wlume. (Notesee--rpfix and--norpfix for documentation on exactly Wwoabsolute symbolic
links and junctions arex&racted.) Hwever, as per the dediult security settings of iWdaows, it is
impossible to create a symbolic link or junction point without Administrateil@ges; therefore, you
must runwimlib-imagex as the Administrator if you wish to fully restore an image containing sym-
bolic links and/or junction points. (Otherwise, merely @amng will be issued when a symbolic link
or junction point cannot be extracted due to insufficient privileges.)

» File and directory creation, access, and modification timestamps, to the highest resolution supported
by the target volume.

e Security descriptors, if supported by the filesystem-amataclsis not specified. Furthermore, unless
--strict-acls is specified, the security descriptors for individual files or directories may be omitted or
only partially set if the user does notvbgermission to set them, which can be a problewirifilib-
imagexis run as a non-Administrator.

» File attributes, including hidden, sparse, compressed, encrypted, etc, when supported by the filesys-
tem.

 DOS names (8.3) names of files; hoerethe failure to set them is not considered an error condition.
e Hard links, if supported by the filesystem.
Additional notes about extracting files on Windows:

« wimlib-imagex will issue a warning when it is unable to extract tkacé metadata and data of the
WIM image, for example due to features mentionedvabot being supported by the target filesys-
tem.

»  Since encrypted files (with FILE TARIBUTE_ENCR/PTED) are not stored in plaintext in the WIM
image,wimlib-imagex cannot restore encrypted files to filesystems not supporting encryptiene-
fore, on such filesystems, encrypted files will not kigaeted. Furthermoresven if encrypted files
are restored to a filesystem that supports encryptiop,vifieonly be decryptable if the decryption
key is available.

* Files with names that cannot be represented amd®s will not be etracted by default; see
--include-invalid-names
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»  Files with full paths wer 260 characters (the so-called MAXATH) will be extracted, but beare that
such files will be inaccessible to most Windows software and may not be able to be deleted easily.

« On Windows, unless the-no-acls option is specified, wimlib will attempt to restore files’ security
descriptors exactly as there provided in the WIM imageBeware that typical Vihdows installations
contain files whose security descriptors do notvalloe Administrator to delete thenTherefore,
such files will not be able to be deleted, or in some casesread, after @racting, unless processed
with a specialized program that knows to acquire the SE_RBEITNAME and/or
SE_BACKUP_NAME privileges which allo overriding access control lists. This is not a bug in
wimlib, which works as designed to correctly restore the data thstavchied, but rather a problem
with the access rights Mtlows uses on certain files. But if you just want the file data and darg
about security descriptors, usao-aclsto skip restoring all security descriptors.

A similar caveat to the abee gplies to file attributes such as Readomlidden, and SystemBy
design, on Whdows wimlib will restore such file attributes; therefore, extracted files may hase
attributes. Ifthis is not what you want, use theo-attributes option.

SPLIT WIMS
You may usewimlib-imagex apply to apply images from a split WIMThe WIMFILE argument must
specify the first part of the split WIM, while the additional parts of the split WIM must be specified in one
or more--ref="GLOB' options. Sinceylobbing is built into the-ref option, typically only one-ref option
is necessaryFor example, the names for the split WIM parts usually go something like:

mywim.swm

mywim2.swm
mywim3.swm
mywim4.swm
mywim5.swm

To goply the first image of this split WIM to the directory "dir", run:
wimlib-imagex apply mywim.swm 1 dir --ref="mywim*.swm"

As a special case, if you are applying an image from standard input from a split WIM that is also pipable
(as described iRIPABLE WIMS ), the--ref option is unneeded; instead you must ensure that all the split
WIM parts are concatenated together on standard ifihéy can be provided in anorder, with the ecep-

tion of the first part, which must be first.

PIPABLE WIMS
As of wimlib 1.5.0,wimlib-imagex apply supports applying a WIM from a nonseekable file, such as a
pipe, provided that the WIM was captured withipable (seewimlib-imagex capture(1)). To use stan-
dard input as the WIM, specify "-" &¥IMFILE. A useful use of this ability is to apply an image from a
WIM while streaming it from a seev. For example, to apply the first image from a WIM fileadiable on
a HTTP server to an NTFS volume on /dev/sdal, run something like:

wget -O - http://myserver/mywim.wim | wimapply - 1 /dev/sdal

(The abee dso used thevimapply abbreiation for wimlib-imagex apply.) Note: WIM files arenot
pipable by default; you lva o explicitly capture them with-pipable, and the/ are not compatible with
Microsoft's oftware. Seavimlib-imagex capture(1) for more information.

It is possible to apply an image from a pipable WIM split into multiple partsSBe€lr WIMS .

OPTIONS
--check
When readingVIMFILE, verify its integrity if the integrity table is present.

--ref="GLOB"
File glob of additional WIMs or split WIM parts to reference resources fiseeSPLIT_WIMS .
This option can be specified multiple timédote: GLOBIs listed in quotes because it is interpreted
by wimlib-imagex and may need to be quoted to protect against shell expansion.
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--rpfix , --norpfix
Set whether to fix targets of absolute symbolic links (reparse pointsnido terminology) or
not. Whenenabled {-rpfix), extracted absolute symbolic links that are marked in the WIM image
as being fixed are assumed todasolute targets relat o the image root, and thereforémlib-
imagex apply prepends the absolute path to the extraction target directory to thygitstaiThe
intention is that you can apply an image containing absolute symbolic links andwithbm be
valid after it has been applied toyalocation.

The default behavior isrpfix if any images inWIMFILE have been captured with reparse-point
fixups done. Otherwise, it isnorpfix.

Reparse point fixups arevee done in the NTFS volume extraction mode on UNIeld¢gstems.

--hardlink
When extracting a file from the WIM that is identical to a file that has already extracted, create a
hard link rather than creating a separate file. This option causes all identical files to be kdrd-link
overriding the hard link groups that are specified in the WIM image(s). In the case of extracting all
images from the WIM, files may be hard-linkea®if they are in different WIM images.

However, hard-linked extraction mode doesugaome additional quirks. Named data streams will
not be extracted, and files can be hard linkexth & their metadata is not fully consistent.

--symlink
This option is similar te-hardlink , except symbolic links are created instead.

--unix-data
(UNIX-lik e systems only) By default, in the directory extraction mode on UNiIXplib-imagex
apply will ignore both Whdows-style security descriptors and UNIX-specific file owners, groups,
and modes set when usimgmlib-imagex capture with the--unix-data flag. By passing--unix-
data to wimlib-imagex apply instead, this causes this UNIX-specific data to be restored when
awailable. Havever, by default, if wimlib-imagex does not hae permission to set the UNIXwmer,
group or file mode on arxeacted file, a warning will be printed and it will not be considered an
error condition; use-strict-acls to get stricter behavior.

--no-acls
Do not restore security descriptors on extracted files and directories.

--strict-acls
Fal immediately if the full security descriptor of afile or directory cannot be set exactly as speci-
fied in the WIM file. If this option is not specified, whammlib-imagex on Windows does not
have permission to set a security descriptor on =maeted file, it falls back to setting it only par
tially (e.g. with SACL omitted), and in the worst case omits it entirelgweve, this should only
be a problem when runningimlib-imagex without Administrator rights.Also, on UNIX-like gy/s-
tems, this flag can also be combined wilmix-data to causevimlib-imagex to fail immediately
if the UNIX owner group, or mode on an extracted file cannot be set foreason.

--no-attributes
Do not restore Windows file attributes such as reaclbiaglen, etc.

--include-invalid-names
Extract files and directories withviaid names by replacing characters and appending a suffix rather
than ignoring them. Exactly what is considered awdid" name is platform-dependent.

On POSIX-compliant systems, filenames are case-sensitd may contain ganbyte except \0’

and /', so on a POSIX-compliant system this option will onlyehan effect in the unlikely case

that the WIM image for some reason has a filename containing one of these characters.

On Windows, filenames are case-insengticannot include the characters '/, \0’, '\, ", ™, '?’,
"< > or |, and cannot end with a space or perio@rdinarily, files in WIM images should
meet these conditions as well. Wiver, it is not guaranteed, and in particular a WIM image cap-
tured withwimlib-imagex on a POSIX-compliant system could contain such files. Bwudef
invalid names will be ignored, and if there are multiple names differing only in case, one will be
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chosen to extract arbitrarily; vaver, with --include-invalid-names al names will be sanitized
and extracted in some form.

NOTES
Data integrity: WIM files include SHA1 message digests for file datamlib-imagex apply calculates
the SHA1 message digest afgy file it extracts and issues an error if it is not equal to the SHAL1 message
digest provided in the WIM. (This default behavior seemsvelgrit to the/verify option of ImageX.)
Note that this is separate from the integrity table of the WIM, which provides SHA1 message digests o
raw chunks of the entire WIM file and is checked separately if-tfeeck option is specified.

ESD fileswimlib v1.6.0 and later carxgract files from version 3584 WIMs, which usually contain LZMS-
compressed solid blocks and may carry.gsglfile extension rather thawim. Howeve, .esdfiles dawvn-
loaded directly by the Wdows 8 web dwnloader hae encrypted segments, and wimlib cannatract
such files until thg are first decrypted.

Directory taversal attaks wimlib validates filenames before extracting them and is not vulnerable to
directory traersal attacks. This is in contrast to Microsoft WIMGAPI/Imagex/Dism which cenaite
arbitrary files on the target g& when extracting a malicious WIM file containing files namex contain-

ing path separators.

EXAMPLES
Extract the first image from the iMdows PE image on the MHows Vista/7/8 installation media to the
directory "boot":

wimlib-imagex apply /mnt/windows/sources/boot.wim 1 boot
Same as abe, but using thevimapply abbreviation:
wimapply /media/windows/sources/boot.wim 1 boot

On Windows, apply an image of an entire volume, for example from "install.wim" which can be found on
the Windows Vista/7/8 installation media:

wimlib-imagex apply install.wim 1 E:\
Same as abye, but running on a UNIX-lile s/stem where the corresponding partition is /dev/sda2:
wimlib-imagex apply install.wim 1 /dev/sda2

Note that before running either of the ae@mmands, an NTFS filesystem may need to be created on the
partition, for example with formatxe a Windows ormkntfs(8) (part of NTFS-3g) on UNIX-li& g/stems.
For example, you might run:

mkntfs /dev/sda2 && wimapply install.wim 1 /dev/sda2
(Of course dort'do that if you dont want to destrg al existing data on the partition!)

An example of applying a pipable WIM from a pipe can be founBIPABLE WIMS , and an example of
applying a split WIM can be found BPLIT WIMS .

SEE ALSO
wimlib-imagex (1) wimlib-imagex-capture(1) wimlib-imagex-extract(1) wimlib-imagex-info(1)
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